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Abstract 
This research aims to explore the role of digital literacy in unlocking the potential of civic 

participation among Indonesian digital natives. In an increasingly advanced digital era, Indonesian 
digital natives have become a significant group in their role as active users of social media and digi-
tal technology. The study utilizes the Grounded Theory method with 15 digital native respondents 
from various educational backgrounds. Through the analysis of word cloud and word tree features, 
as well as the creation of a theoretical model using NVivo 12 Plus software for MacBook, this re-
search highlights the importance of digital literacy in strengthening the participation of Indonesian 
digital natives. The analysis results indicate that digital literacy is a crucial factor in empowering 
digital natives to participate in the digital world actively. Digital natives with good digital literacy 
skills can read and evaluate the information they encounter and actively discuss it on social media 
and in real-world interactions. In this context, digital literacy is expected to have a positive impact 
on the use of social media by digital natives. By enhancing digital literacy, digital natives can play 
an active role in reading and evaluating information and participating in constructive discussions on 
social media and in the real world. With a deeper understanding of digital literacy and the participa-
tion of digital natives, we can develop educational strategies and policies that support more inclusive 
and empowered civic participation of digital citizens. 

Keywords: Civic Participation, Civic Engagement, Digital Literacy, Digital Natives, Social 
Media 

 
Introduction 
Digital natives, who have grown up in the digital era, have become a significant demograph-

ic group today. As active users of digital technology, they have great potential to contribute to civic 
participation and engagement. Civic participation plays a crucial role in shaping democratic socie-
ties, fostering active citizenship, and addressing social and political issues. In Indonesia, where citi-
zen involvement has become increasingly important, optimizing the power of digital literacy among 
digital natives can unlock their potential to drive positive change. 

In Indonesia, the growth of internet users has experienced a significant increase in recent 
years. Data from We Are Social in 2023 shows that Indonesia's internet users have reached over 
276.4 million, with an internet penetration rate of 77%. Additionally, social media users have also 
been on the rise, with the number of social media users in Indonesia reaching approximately 167 
million people. 
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Figure 1. Internet Users in Indonesia in 2023, Source: (Kemp, 2023) 

 
In the context of this research, this growth becomes highly relevant as social media plays a 

strong role in shaping social interactions and citizen participation. With a large number of social 
media users in Indonesia, there is a great opportunity to utilize it as a means to strengthen the social 
and political engagement of digital natives. However, despite the rapid growth in internet and social 
media usage in Indonesia, there is still a need for a deeper understanding of the conditions and cha-
racteristics of digital natives in this country. Previous studies have shown that digital natives in In-
donesia have distinct traits and challenges in developing digital literacy and civic participation. 
Therefore, this research aims to understand further how digital literacy can play a significant role in 
unlocking the participation potential of digital natives in Indonesia. By considering the significant 
growth of internet and social media users in Indonesia, as well as the challenges and potentials of 
digital natives in this country, this research is expected to contribute significantly to our understand-
ing of the importance of digital literacy in opening doors to more active and impactful citizen partic-
ipation for digital natives in Indonesia. 

However, in the context of the growth of social media and the participation of digital natives 
in Indonesia, several issues need to be thoroughly understood. Previous research has revealed chal-
lenges in developing effective digital literacy and citizen participation. One of the issues identified is 
the digital divide between digital natives in urban and rural areas. In an article by Wang et al. 
(2023), they found that internet access and social media usage are more limited in rural areas than in 
urban areas. Social media usage can hinder the participation of digital natives in rural areas in de-
veloping digital literacy skills and engaging in social and political activities. 

Additionally, research conducted by Bennet et al. (2008) shows that digital natives in Indo-
nesia also face challenges in identifying and filtering valid and accurate information on social me-
dia. With much content circulating on social media, it is sometimes difficult for digital natives to 
distinguish facts from opinions or even hoaxes. The inability to verify the truthfulness of informa-
tion can impede their participation in impactful discussions and debates. Furthermore, the study by 
Yamamoto et al. (2020) reveals that digital natives in Indonesia also face challenges in understand-
ing the social and political implications of the content they consume. They tend to be less critical of 
the information they receive and may only sometimes be aware of its impact on society and politics. 
Less critical can hinder their participation in deeper and more impactful social and political activi-
ties. 
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In facing these challenges, the theory of digital literacy becomes highly relevant in under-

standing the role and importance of digital understanding and skills for digital natives in developing 
civic participation through social media. Several previous studies have proposed concepts of digital 
literacy relevant to this context. One relevant theory is the Digital Literacy Theory proposed by Gil 
de Zúñiga, Jung, and Valenzuela. They suggest that digital literacy encompasses individuals' abili-
ties to understand, use, and analyze information obtained through digital media (Gil de Zúñiga et al., 
2012). In the context of this research, the theory of digital literacy can be used to depict the impor-
tance of digital understanding and skills for digital natives in developing civic engagement through 
social media (Yeşilyurt & Vezne, 2023). 

Furthermore, the theory of digital literacy is also associated with the concept of critical digital 
literacy introduced (Spector, 2015). Critical digital literacy emphasizes the importance of develop-
ing critical abilities in digital natives to understand, analyze, and evaluate information encountered 
in digital media regarding the difficulties faced by digital natives in identifying and filtering valid 
and accurate information on social media (Nascimbeni & Vosloo, 2019). Another theory that can be 
considered is the concept of participatory digital literacy introduced by Robinson (2009). Participa-
tory digital literacy refers to individuals' abilities to actively participate and contribute in digital con-
texts, including social and political participation. Rastati emphasizes that digital natives in Indonesia 
also need to develop the ability to understand the social and political implications of the content they 
consume on social media (Rastati, 2018). 

The Theory of Civic Engagement emphasizes the importance of individual involvement in po-
litical and social activities as active social participation (Verba et al., 1995). In the context of this 
research, this theory can be used to understand how digital literacy and citizen participation through 
social media can influence the engagement of digital citizens in Indonesia. Research conducted by 
Samsuddin et al. shows that digital natives with high levels of digital literacy are more likely to par-
ticipate actively in social media political participation (Samsuddin et al., 2016). They argue that dig-
ital natives who can effectively utilize social media to express their opinions, engage in political dis-
cussions, and disseminate information have the potential to contribute to society and change politi-
cal realities. Additionally, Chadwick's research highlights the role of social media in shaping digital 
political participation (Chadwick, 2013). It suggests that digital natives can use social media to mo-
bilize support, organize campaigns, and spread political messages widely. Social media also pro-
vides a platform for digital natives to engage in larger social and political movements. In another 
study by Loader et al., they emphasize that digital natives' participation in social media can streng-
then their voices in political discussions, provide a platform for expressing and channelling political 
aspirations, and enable interactions with political leaders and civil society organizations (Loader et 
al., 2014). 

Gardikiotis et., in their theory "Mobilization and Participation", revealed that social media 
plays a crucial role in mobilizing political participation (Gardikiotis et al., 2020). They emphasized 
that digital natives can utilize social media to mobilize support, organize protests, and encourage 
more active political participation. The research conducted by Bekafigo and McBride supports this 
theory by demonstrating that political participation through social media can motivate digital natives 
to engage in political campaigns, influence public opinion, and contribute to the decision-making 
processes (Bekafigo & McBride, 2013). Furthermore, the "Networked Politics" theory proposed by 
Theocharis is also relevant. Their study underscored that social media provides opportunities for 
digital natives to engage in broader political networks (Theocharis, 2015). Digital natives can form 
and join online groups, share information, and engage in discussions and collaborations to achieve 
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common political goals. The research conducted by Vaccari, Valeriani, Barberá, Bonneau, Jost, 
Nagler, and Tucker also supports this theory by indicating that active social media users among digi-
tal natives are more likely to be involved in offline politics, such as voting and participating in polit-
ical campaigns (Vaccari et al., 2015). 

In Indonesia, the main difference of this paper from previous research is its focus on digital 
natives as a crucial group in understanding the relationship between digital literacy and political par-
ticipation through social media. Previous studies may have discussed the concept of digital literacy 
in general or broader contexts without specific emphasis on digital natives. This paper also asso-
ciates the theory of digital literacy with additional concepts, such as critical and participatory digital 
literacy. This provides a more holistic perspective and highlights the importance of developing criti-
cal abilities and active participation of digital natives in the digital context, including political and 
social participation. Moreover, previous research may have examined the relationship between digi-
tal literacy and political participation without focusing on social media as the primary platform for 
digital natives' political participation. This paper emphasizes the role of social media in shaping the 
political participation of digital natives, including mobilizing support, political campaigns, and inte-
ractions with political leaders. 

This research is also expected to provide a deeper understanding of digital literacy among 
digital natives in Indonesia, including their understanding, usage, and ability to analyze the informa-
tion they encounter in digital media. By understanding the relationship between digital literacy and 
digital natives' political participation, this research can provide important insights for developing 
more effective educational and training strategies to enhance digital understanding and skills and 
increase political participation among digital natives in Indonesia. Therefore, this research has the 
potential to provide a better understanding of digital literacy and digital natives' political participa-
tion in Indonesia and contribute to building a more participatory and democratic society in the digi-
tal era. 

 
Methodology 
The Grounded Theory research method is used as the conceptual framework in this study. This 

method, developed by Glaser and Strauss, focuses on developing a theory grounded in data discov-
ered during the research process (Glaser, 2008; Strauss & Corbin, 2008). The Grounded Theory ap-
proach allows researchers to go beyond existing theories and gain new insights specific to the con-
text of digital literacy and participation among digital natives in Indonesia. By employing the 
Grounded Theory method, it is hoped to uncover and analyze the relationship between digital litera-
cy and civic participation among digital natives in Indonesia. This method enables researchers to 
understand phenomena within a broader context and gain in-depth insights into the experiences and 
perspectives of digital natives regarding digital literacy and their participation in social media. 

This study involves 15 digital natives as the primary participants. Participants are selected 
based on inclusion criteria, including being 18-25 years old, actively accessing and using social me-
dia, and having diverse levels of digital literacy. Consideration is also given to the diversity of edu-
cational backgrounds, occupations, and levels of participation when selecting participants. Data for 
this research is collected through in-depth interviews with the participants. Interviews are conducted 
face-to-face or through digital communication platforms such as video conferences. The interviews 
focus on the participants' experiences and perceptions regarding digital literacy and civic engage-
ment participation. In addition to interviews, data is also collected through participant observation 
and analysis of relevant documents. 
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Figure 2. The stages in grounded theory, from Dillon Source:  

(Chandrasegaran et al., 2017) 
 

The first step is to collect initial data from in-depth interviews, observations, or document 
analysis related to digital literacy and civic participation among digital natives in Indonesia. This 
data will serve as the basis for developing new theories. The collected data will then be analyzed 
through open coding. In open coding, the researcher will thoroughly read the data, identify, and la-
bel each concept, pattern, or theme that emerges from the data. Open coding is done without any 
theoretical constraints or prior assumptions. After conducting open coding, the researcher will group 
related concepts into more abstract categories. These categories will aid in understanding and orga-
nizing the collected data. Next, the researcher will use focused coding to develop more in-depth 
concepts. The researcher will revisit the collected data and analyze the previously created categories. 
Focused coding helps identify complex relationships and patterns between existing concepts. 

Subsequently, the researcher develops a substantive theory grounded in the collected data. A 
substantive theory is directly related to the observed phenomena in the study and provides a deeper 
understanding of digital literacy and civic participation among digital natives in Indonesia. Once the 
substantive theory is developed, the researcher verifies the theory by revisiting the collected data. 
The researcher seeks evidence that supports or confirms the developed theory and identifies cases 
that are inconsistent with the theory. This step is crucial to ensure the validity and reliability of the 
resulting theory. The final step is integrating the developed theory into a broader conceptual frame-
work. The generated Grounded Theory can be linked to existing theories or serve as the basis for 
developing a more comprehensive new theory. 

The collected data is analyzed using the Grounded Theory approach. The NVivo 12 Plus soft-
ware for MacBook facilitates the analysis. The Grounded Theory approach allows researchers to 
identify patterns, themes, and new concepts that emerge from the data in an inductive manner. The 
analysis process involves constant comparison, open coding, focused coding, and the development 
of more abstract categories. By utilizing NVivo, researchers can efficiently manage, analyze, and 
visualize data. This software assists in organizing concepts, identifying patterns, and developing 
theories based on the collected data, by the Grounded Theory approach employed in this study. 

 
Results and Discussion 
1. The availability of information provides opportunities for digital natives in Indonesia to 

engage in civic participation through social media actively 
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In this research, we used NVivo 12 for MacBook to analyze the word cloud of data obtained 

from digital natives in Indonesia. The analysis results indicated that the most frequently appearing 
word was "information." 

 
Figure 3. Word Frequency 

Source: Data analysis using NVivo 12 Plus for MacBook 
 

One relevant theory is the Digital Literacy theory proposed by Gil de Zúñiga, Jung, and Va-
lenzuela (2012). This theory states that digital natives need to have the ability to understand, use, 
and analyze information obtained through digital media. In the context of our research, the word "in-
formation" in the word cloud indicates the importance of digital literacy for digital natives in Indo-
nesia in accessing and managing the information they encounter in digital media. Additionally, the 
concept of Critical Digital Literacy introduced by Spector (2015) is also relevant in the context of 
this research. Critical digital literacy emphasizes the critical abilities of digital natives in understand-
ing, analyzing, and evaluating the information they encounter in digital media. The word "informa-
tion" in the word cloud suggests that digital natives in Indonesia need skills to filter and select valid 
and accurate information on social media. 

Regarding civic participation, the theory of Civic Engagement developed by Verba, Schloz-
man, and Brady (1995) can also be associated with the word "information" in the word cloud. This 
theory emphasizes the importance of individual participation in political and social activities as a 
form of active social participation. In the context of our research, the word "information" suggests 
that digital natives in Indonesia use digital media, particularly in accessing political and social in-
formation, to engage in civic participation actively. Furthermore, the theory of "Mobilization and 
Participation" expressed by Bennett and Segerberg can also be linked to the presence of the word 
"information" in the word cloud. This theory states that social media is crucial in mobilizing politi-
cal participation (W. L. Bennett & Segerberg, 2013). The word "information" in the word cloud in-
dicates that digital natives in Indonesia use social media to obtain political and social information, 
mobilize support, and engage in more active political activities. 

In this discussion, the word "information" in the word cloud indicates the importance of in-
formation in digital citizenship participation in Indonesia. Digital natives must possess digital litera-
cy and critical skills in managing and discerning the information they encounter in digital media. 
Moreover, the abundance of information in digital media provides opportunities for digital natives to 
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actively engage in political and social participation. This research contributes significantly to under-
standing the role of digital natives as agents of change in developing citizen participation through 
social media. With a better understanding of how digital natives utilize information in the digital 
context, steps can be taken to enhance their digital literacy and critical skills, enabling them to be-
come more effective contributors to society and transform the political landscape in Indonesia. 

Furthermore, these findings underline the importance of developing policies and programs 
supporting digital literacy and citizen participation in Indonesia. The government, educational insti-
tutions, and civil society organizations need to collaborate in providing relevant education and train-
ing for digital natives, including the use and evaluation of information encountered on social media. 
In doing so, digital natives will have the necessary skills to actively participate in political discus-
sions, disseminate valid information, and contribute to political decision-making processes. Howev-
er, it is important to recognize the existing digital divide in Indonesia. Some digital natives may 
have limited access to technology and information, hindering their participation in the digital realm. 
Therefore, strategic measures should address these disparities, including expanding internet and 
technology access and providing affordable and relevant training. Through strong digital literacy, 
good critical skills, and adequate access to information, digital natives can become active agents of 
change in society. With the support of appropriate policies and programs, the potential of digital na-
tives in developing citizen participation through social media can be realized, bringing about posi-
tive impacts on social and political change in Indonesia. 

2. Digital literacy can have a positive impact on the participation of Indonesian digital na-
tives through their ability to read, discern, and discuss information obtained through so-
cial media and offline interactions 

This study focuses on the role of digital literacy in unlocking the potential of digital citizen-
ship participation among Indonesian digital natives. Through the analysis of word tree features on 
the collected data, it was found that digital literacy is an important factor that strengthens the par-
ticipation of Indonesian digital natives. Digital literacy enables them to read and discern the infor-
mation they encounter and actively discuss it on social media and in real-world interactions. 

The findings of this research support the theory of "Enhanced Digital Literacy," which states 
that enhanced digital literacy can positively impact digital citizenship participation. With the ability 
to read and discern information obtained through social media, Indonesian digital natives can ac-
tively engage in discussions and share their thoughts with their friends online and offline. This indi-
cates that digital literacy is key to unlocking their participation potential. In the context of social 
media use, digital literacy serves as a strong foundation in enabling Indonesian digital natives to op-
timize the use of social media for civic participation. 

The "Enhanced Digital Literacy" theory contributes to our understanding of the importance of 
enhanced digital literacy in unlocking the potential of digital native participation in Indonesia. In 
this context, another relevant theory is the "Theory of Digital Citizenship", introduced by Ribble 
(2011). This theory emphasizes the importance of understanding and applying responsibility, ethics, 
and responsible behaviour in the digital environment. With enhanced digital literacy, digital natives 
can develop attitudes and behaviours aligned with the principles of digital citizenship. They will be 
more inclined to use social media wisely, respect online privacy and security, and actively partici-
pate in the digital community by promoting valid information and contributing positively to public 
discussions. 
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Figure 4. Word Tree of the Use of the Term "Digital Literacy" By Nvivo 

 
Additionally, the "Social Learning Theory" proposed by Bandura (1977) can be linked to en-

hanced digital literacy. This theory emphasizes the influence of the social environment on learning 
and adopting new behaviours. In the context of digital literacy, digital natives can learn and adopt 
better digital literacy behaviours through the influence and examples provided by peers, family, and 
online communities. With a supportive and encouraging environment for digital literacy, digital na-
tives will be more capable of utilizing social media in beneficial and productive ways. 

By integrating the "Enhanced Digital Literacy," "Theory of Digital Citizenship," and "Social 
Learning Theory," this research can broaden our understanding of the importance of enhanced digi-
tal literacy in enhancing digital citizenship participation in Indonesia. Good digital literacy not only 
enables digital natives to access information effectively but also helps them become responsible, 
ethical, and actively participating digital citizens in society. 

Research by Finkelhor et al., emphasizes the importance of digital literacy in helping digital 
natives understand and evaluate information effectively (Finkelhor et al., 2021). Livingstone et al. 
(2021)highlight the significance of content-oriented digital literacy, where digital natives can com-
prehend and navigate relevant information in the era of digital culture. Al Raqqad found that strong 
digital literacy is associated with digital political participation (Al Raqqad, 2020). Hargittai under-
scores the importance of providing access and digital literacy training to all digital natives to avoid 
participation gaps (Hargittai, 2018). Meanwhile, research by Guess & Munger highlights the role of 
digital literacy in strengthening digital political participation (Guess & Munger, 2022). In Indonesia, 
enhanced digital literacy enables digital natives to access, comprehend, and manage information 
wisely and actively participate in online communities. Through stronger digital participation, digital 
natives can contribute to social, political, and humanitarian issues relevant to Indonesian society. 

 
Openly accessible at http://www.european-science.com                                                                299 
 

http://www.european-science.com/


 
Deni Zein Tarsidi, Karim Suryadi, Dasim Budimansyah, Rahmat Rahmat 

 

 
In addition to the theories of digital literacy, citizen engagement, and mobilization of partici-

pation discussed earlier, other relevant theories can describe the influence of digital literacy on the 
participation of Indonesian digital natives. One theory that can be associated is the spillover effect 
theory. The spillover effect theory states that participation in one domain can influence participation 
in other domains. In the context of this research, strong digital literacy among Indonesian digital na-
tives can influence their participation not only in the political context but also in other areas, such as 
social, economic, and cultural domains. For example, digital natives who actively participate in poli-
tics through social media will likely be more active in voicing social and environmental issues, pro-
moting digital entrepreneurship, or engaging in digital art and cultural activities. 

This spillover effect theory is supported by previous research suggesting that participation in 
online political activities can influence social and economic activities and increase individuals' over-
all tendency to participate (Mossberger et al., 2007). In other words, Indonesian digital natives with 
good digital literacy who actively participate in political activities through social media may experi-
ence spillover effects that drive them to engage in various broader areas of life. 

In the context of this research, strong digital literacy enables Indonesian digital natives to ac-
cess information and broaden their understanding of various issues relevant to civic engagement par-
ticipation. They can critically read and filter information, interact with diverse online groups and 
communities, and develop a deeper understanding of social, political, economic, and environmental 
issues. This can trigger their motivation and interest in various activities to achieve positive societal 
change. Kipkoech found that online political participation can positively impact participation in vol-
untary activities in the community (Kipkoech, 2022). Moreover, this spillover effect theory is also 
supported by research involving the Indonesian context. Research by Saraswati found that online 
political participation can influence participation in social activities in Indonesian society 
(Saraswati, 2018). A study conducted by Anggraheni et al., indicates a connection between online 
political participation and participation in economic activities, such as online shopping (Anggraheni 
et al., 2021). This research significantly contributes to strengthening the spillover effect theory in the 
context of Indonesian digital natives. Through the analysis of word tree features demonstrating that 
digital literacy can enhance the participation of Indonesian digital natives in various domains of life, 
this research supports the spillover effect theory, which states that participation in online political 
activities can have broader effects on participation in social and economic activities. 

With strong digital literacy, Indonesian digital natives can read and critically evaluate infor-
mation, actively discussing it both on social media and in real-world interactions. This is consistent 
with previous research findings that online political participation can influence participation in so-
cial and economic activities (Mossberger et al., 2007). The results of this study are also in line with 
the findings of a study by Gil de Zúñiga, Weeks, and Ardèvol-Abreu, which show a relationship be-
tween online political participation and participation in offline community activities (Gil de Zúñiga 
et al., 2017). Additionally, this research can be connected to a study which found that online politi-
cal participation can influence participation in social activities in Indonesian society (Saraswati, 
2018). In the context of this research, digital literacy plays a role as a factor enabling Indonesian 
digital natives to actively participate in online political activities, which in turn can have a positive 
impact on their participation in social and economic activities. Thus, this study strengthens and 
complements our understanding of the spillover effect theory in the context of Indonesian digital 
natives. Digital literacy is a key factor in unlocking the potential for broader and holistic participa-
tion for Indonesian digital natives, including in political, social, and economic activities. 
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In the context of this research, it was found that Indonesian digital natives with good digital 

literacy who actively participate in political activities through social media can experience a spill-
over effect that motivates them to engage in various aspects of life. Digital literacy enables them to 
read and critically evaluate information, and actively discuss it both on social media and in real-
world interactions. This is consistent with the spillover effect theory, which states that online politi-
cal participation can influence participation in social and economic activities. 

By having Enhanced Digital Literacy, Indonesian digital natives can effectively and critically 
utilize their digital technology skills. Digital literacy helps them access, evaluate, and generate in-
formation in a more informed manner. This opens opportunities for them to engage in online politi-
cal activities that can subsequently influence their participation in various other aspects of life. Thus, 
Enhanced Digital Literacy is a key factor in driving the spillover effect on the participation of Indo-
nesian digital natives. Strong digital literacy provides the necessary foundation for digital natives to 
activate their participation in various broader areas of life. Through online political participation 
driven by digital literacy, they can expand their involvement in social and economic activities, and 
enhance their overall participation in society. 

3. Theoretical Model 
Based on the data found through NVivo version 12 plus for MacBook, several important 

themes emerged regarding building a theoretical model in civic engagement using technology in the 
digital era. The data indicates that engagement on social media and digital literacy plays a crucial 
role in developing essential competencies for national development. Firstly, digital literacy is key to 
ensuring efficient access to information. In a digital era filled with much information, understand-
ing, evaluating, and critically filtering information is crucial. Digital literacy provides the skills and 
understanding necessary to read wisely in the complex digital space. It enables individuals to grasp 
the context, verify the truthfulness of information, and avoid the spread of misinformation. 

 
Figure 5. Theoretical Model 
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Furthermore, developing digital skills is important in navigating the increasingly evolving so-

cial media ecosystem. Digital skills provide the ability to interact and participate effectively in the 
digital space. Through these skills, digital natives can connect with various thoughts and perspec-
tives in the digital realm. This collaboration and interaction enrich their perspectives and enhance 
their abilities to think critically and creatively. However, it is also important to note that critical 
thinking skills serve as an indispensable foundation in the face of information overload and the po-
tential spread of misinformation. Digital natives must build the ability to verify the information they 
encounter, question its sources, and analyze it critically before accepting or sharing it. In a digital 
era filled with fake news and dubious information, critical thinking skills are crucial in defences 
against the spread of false information. 

Furthermore, developing digital literacy in the digital era requires collaboration from various 
stakeholders. Formal education, government institutions, civil society, and the private sector must 
work together to develop effective digital literacy programs. This collaboration will ensure Indone-
sian digital natives' access to quality and comprehensive digital literacy education. With collabora-
tion, efforts to build digital literacy can become more integrated and sustainable and have a broader 
impact. 

In building a theoretical model, the data found through NVivo version 12 plus for MacBook 
shows that engagement on social media and digital literacy have a strong relationship in building 
essential competencies for the digital natives' participation in national development in the digital era. 
Digital literacy serves as a crucial foundation in ensuring efficient access to information, under-
standing the digital space, and the ability to think critically. Additionally, developing digital skills 
enables digital natives to connect with various thoughts and perspectives present in the digital space. 
In contrast, critical thinking skills are an important foundation in combating the spread of misinfor-
mation. Collaboration from various stakeholders is also required to build effective and sustainable 
digital literacy. 

In developing a theoretical model, the theory of digital literacy proposed by Gil de Zúñiga, 
Jung, & Valenzuela (2012) can serve as a relevant foundation. This theory explains the importance 
of digital literacy in enhancing digital participation and its positive impact on the use of social media 
by digital natives. Additionally, the theory of citizen engagement and participation mobilization 
(Wang et al., 2023) can provide a strong basis for explaining how engagement on social media and 
digital literacy can strengthen digital citizens' participation in Indonesia. In the context of this re-
search, the theory of spillover effects  (Mossberger et al., 2007) is also relevant. This theory explains 
that participation in online political activities can influence participation in social and economic ac-
tivities, thus increasing individuals' inclination to participate overall. In this case, the digital partici-
pation of Indonesian digital natives in political activities through social media can trigger spillover 
effects that encourage them to engage in various aspects of life more widely. 

Furthermore, the theory of enhanced digital literacy (Jones et al., 2010) can also be connected 
to this research. This theory highlights the importance of developing digital literacy enriched with 
digital skills in facing the complex social media ecosystem. With strong digital literacy, digital na-
tives can maximize their learning potential, connections, and participation in the digital space. The 
theory of digital citizen engagement (Chadwick, 2013) is also relevant in building a theoretical 
model. This theory emphasizes the importance of active and sustained participation of digital natives 
in political and social life through technology. With adequate digital literacy, digital natives can sig-
nificantly influence social change and national development in the digital era. 
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In addition to the theories mentioned earlier, several other theories can contribute to building a 

more comprehensive theoretical model for this research. One is the theory of digital participation 
propensity (Boulianne, 2015). This theory suggests that digital literacy, technological accessibility, 
and trust in institutions can influence digital citizen participation. In the context of this research, this 
theory can explain how digital literacy and engagement in social media contribute to the active par-
ticipation of Indonesian digital natives in political and social activities. 

The theory of online social networks (Ellison et al., 2007) can also be applied in building the 
theoretical model. This theory emphasizes the importance of online social networks in influencing 
participation and engagement in the digital context. In this research, this theory can help explain 
how Indonesian digital natives utilize online social networks through digital literacy to build rela-
tionships, discuss information, and participate in political and social activities. 

Lastly, the technology adoption theory (Turner, 2007) is also relevant to this research. This 
theory states that technology adoption and use are influenced by factors such as usefulness, ease of 
use, and relative advantage. In this research, this theory can be used to examine how Indonesian dig-
ital natives with good digital literacy perceive the benefits, ease of use, and relative advantage of 
using social media to participate in political and social activities. 

A more comprehensive theoretical model can be constructed by combining the theories above 
and further analysis of the data obtained through NVivo version 12 plus for MacBook. This model 
will incorporate digital literacy, social media engagement, spillover effects, enhanced digital litera-
cy, critical thinking skills, digital citizenship engagement, digital participation tendencies, social 
media mobilization, online identity construction, social networks, and technology adoption. In this 
theoretical model, digital literacy and social media engagement will be key factors influencing the 
participation of Indonesian digital natives in political and social activities. Digital literacy will ena-
ble them to understand and discern information wisely and verify its accuracy using critical thinking 
skills. With enriched digital skills, they can interact with diverse thoughts and perspectives in the 
digital space through online social networks. Active engagement on social media will enable them to 
participate in relevant campaigns and issues and mobilize broader digital citizenship participation. 

In the context of this research, the spillover effect will be an important concept in explaining 
how participation in online political activities can influence participation in social and economic ac-
tivities of Indonesian digital natives. Active participation in political activities on social media can 
trigger spillover effects that encourage them to engage in various broader areas of life. Enhancing 
digital literacy will be a crucial concept in strengthening this theoretical model. Digital literacy 
enriched with digital skills will allow Indonesian digital natives to maximize their learning potential, 
connections, and participation in the digital space. By combining strong digital literacy and skills, 
they can develop essential competencies for active participation in national development in the digi-
tal era. Furthermore, digital citizenship engagement and participation tendencies will provide in-
sights into how Indonesian digital natives significantly influence social change and national devel-
opment through technology use. Collaboration among various stakeholders is also key to building 
effective and sustainable digital literacy. 

Social media mobilization and online identity construction will also play important roles. So-
cial media can be a powerful tool for mobilizing citizen participation in relevant political and social 
issues. Additionally, Indonesian digital natives use digital literacy and social media engagement to 
construct online identities connected to political and social participation. Finally, the theory of tech-
nology adoption will provide insights into how Indonesian digital natives perceive the benefits, ease 
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of use, and relative advantage of using social media for political and social participation. These fac-
tors will influence the adoption and usage of social media as a means of participation. 

By integrating relevant concepts and theories, a more comprehensive theoretical model can be 
developed to explain the role of digital literacy, social media engagement, and digital citizenship 
participation in building essential competencies for national development in the digital era. This 
model can provide a strong foundation for further research and policy development that promotes 
the active participation of Indonesian digital natives in political and social activities. 

 
Conclusion 
In this study, we explore the role of digital literacy in unlocking the potential of digital citizen-

ship participation among Indonesian digital natives. Through data analysis using NVivo version 12 
plus for MacBook, we found that digital literacy is a crucial factor that strengthens the participation 
of digital natives in political and social activities. Digital literacy enables them to understand and 
discern information wisely, interact with diverse thoughts in the digital space, and mobilize broader 
digital citizenship participation. The findings of this study provide a better understanding of how 
digital literacy can assist Indonesian digital natives in reading and filtering information, as well as 
activating their participation in social media and real-world interactions. In this context, it is impor-
tant to build critical thinking skills to verify the available information and avoid misinformation. 
Additionally, collaboration among various stakeholders is crucial in developing digital literacy in 
the digital era. 

Through the theoretical model we constructed, we identified complex relationships between 
digital literacy, social media engagement, political and social participation, digital skills, and other 
factors. This model provides a more comprehensive framework for understanding the role of digital 
literacy in unlocking the potential of participation among Indonesian digital natives. In conclusion, 
digital literacy plays a significant role in strengthening the participation of Indonesian digital natives 
in political and social activities. With good digital literacy, they can read and discern information 
wisely, interact with diverse thoughts in the digital space, and mobilize broader digital citizenship 
participation. This research contributes to understanding the importance of digital literacy and social 
media engagement in fostering the active participation of digital natives in national development in 
the digital era. 

As a recommendation for future research, it is crucial to deepen the analysis of digital literacy 
by focusing on specific aspects such as information verification skills, critical thinking, or emotional 
intelligence in the context of digital natives' participation. Additionally, there is a need for further 
exploration of the impact of social media engagement on the political and social participation of dig-
ital natives, including factors influencing the intensity of engagement, the types of content that most 
affect participation, and patterns of interaction on social media. Comparative studies between digital 
natives in Indonesia and other countries can also provide a broader understanding of cultural, policy, 
and environmental factors influencing digital natives' participation. Furthermore, it is important to 
evaluate the effectiveness of digital literacy education approaches in enhancing the participation and 
capabilities of digital natives. By conducting further research in this field, opportunities will arise to 
gain a deeper understanding of the role and impact of digital literacy in unlocking the potential of 
digital citizenship participation in Indonesia. 
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