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Abstract 
Cloud computing is a fertile environment for both organizations and individual users. How-

ever, this makes it also a fertile environment for violating the privacy of individuals, hence the im-
portance of drawing attention to the challenges and mechanisms of facing the risks of violating pri-
vacy in the cloud-computing environment. 

This study aimed at shedding light on privacy data in cloud computing and the user's rela-
tionship with it, how that data can be managed, what are the most prominent threats it faces, and 
identifying the parties that threaten to expose the privacy of such data. 

This research provides a clear overview of the most important mechanisms to face data pri-
vacy violation or theft in cloud computing. Among the results, the most important ones are that the 
cloud-computing environment is not a completely secure environment for data privacy, due to the 
nature of the technology's vulnerability in general to tampering and penetration. Moreover, there are 
some types of cloud computing based on purely security principles that can be applied in any cloud 
system such as Security as a Service (SECaaS) and Monitoring as a Service (MaaS). 

These findings draw attention to future research on the importance of considering cloud 
computing technology adoption by large organizations that hold millions of sensitive data. 

We hope that the results of the study would contribute not only to draw more attention to the 
importance of cloud computing but also to adopt more applications that contribute to raising the lev-
el of protection for organizations. Indeed, it is worth paying more attention to the development of 
the cognitive aspect of individuals to adopt awareness ideas that contribute to protecting their priva-
cy on the Internet in general and in the cloud-computing environment in particular. 

Keywords: cloud computing, information security, privacy, privacy protection, privacy vi-
olation. 

 
Introduction 
Nowadays, the cloud information security has become a vital and emerging technology. In 

fact, many international organizations are interested in cloud computing because of its great advan-
tages, but there is still concern about the protection, privacy and availability of that information as it 
is located in the cloud. (Shukla, 2021) 

This study aims at drawing attention to the importance of educating the user about the exis-
tence of his data on special servers of cloud service providers, which are difficult to access, but may 
be subjected to penetration and therefore the user's data may be violated. 

The importance of this study is that it draws attention towards the importance of protecting 
the privacy of information and data within the cloud-computing environment, because that data is 
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located in an environment far from the control of the authorized user, so he does not know how his 
private data is managed on the cloud. In this regard, we have to focus the user’s attention on the 
knowledge of the importance of data privacy and the most important mechanisms used to protect the 
user from violating his privacy. 

On the other hand, and despite the literature covering the study subject, we have found that 
privacy in cloud computing lacks further studies that ensure the user a good awareness both of the 
quality of those electronic clouds and of the existence of his private data and preferences in those 
clouds and how they are protected. 

The problem of the study has become clearer when looking at the lack of awareness of indi-
vidual users or organizations of their use of their private data and their participation in those elec-
tronic clouds and the mechanisms for facing privacy threats. This, in fact, may cause them to have 
greater security problems in the future when that data is leaked, without having mechanisms to 
maintain their privacy in the Internet environment. Henceforth, we can formulate the problem of the 
study in the following main question: What are the challenges that users face when sharing their da-
ta in electronic clouds, and how do we face them? 

 
Literature review 
Cloud computing 
Cloud computing is defined as a self-service Internet infrastructure that allows people to 

access computing resources anywhere around the world (Akhtar et al, 2021), where cloud compu-
ting uses a network of remote servers hosted on the Internet to store, manage, and process data. 
(Coss, D, et al, 2019) However, the fact that the cloud is located in another server away from com-
plete control by the party that put its application on this cloud has raised concerns about the data 
privacy of this party itself and of its customers as well. 

Cloud computing enables the beneficiaries of its services to obtain the required resources 
such as network, server, storage, application and service through a common set of configurable 
computing resources and access them anytime, anywhere and on demand (Wu, Z, 2019). These re-
sources are what gave high importance to cloud computing. This means that many areas of daily life 
have become dependent on it. In fact, it greatly facilitates the process of access through various ap-
plications such as cloud storage services and cloud-based web platforms. The main reason for this is 
the multiplicity of the types of cloud computing services such as Software as a Service (SaaS), Plat-
form as a Service (PaaS), and Infrastructure as a Service (IaaS). (Shukla, 2021. Taha, 2021. Wang, 
2020. Abd Al Ghaffar, 2020). The following is a brief explanation of the types of those services in 
cloud computing: 

Cloud computing services 
Software as a Service (SaaS) 
It provides a complete product that is operated and managed by the service provider, and this 

can be illustrated by web-based email, where you don't have to think about how to maintain service 
provision or how to manage the basic infrastructure of the system, you really only need to think 
about how you will use the software in particular. (AWS, 2021). 

Platform as a Service (PaaS) 
It eliminates the need for basic infrastructure management, and allows you to focus on dep-

loying and managing your applications, and this helps in achieving high efficiency, especially since 
you will not have to worry about resource management, capacity planning, software maintenance, 
debugging or any other heavy burdens. (AWS, 2021) 
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Infrastructure as a Service (IaaS) 
Infrastructure as a Service is the service model upon which cloud technology deployment is 

built. Thus, you can, on-demand, have access to basic IT resources such as computers, networks and 
storage through the service provider. This allows you to update and develop your infrastructure to 
suit the processing and storage requirements of your organization or entity, without being concerned 
with the burden of managing, developing or monitoring them, as the responsible party for this task is 
the cloud service provider. (Taha, 2021). 

The powers to use the aforementioned services can be summarized in the following figure: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. Powers of Cloud Computing Services. Extracted from (alibabacloud.com, 2021) 
 

Observing the ways of providing services in cloud computing gives us an idea about the im-
portance of protecting privacy data for users of those electronic clouds, whether at the level of indi-
viduals or institutions. In fact, at the level of institutions, sharing sensitive data of the organization 
may be subject to breach unless that cloud is reliably secure. As for individuals who may share pho-
tos, files or private data, it may also be subject to breach, especially since individuals, unlike organi-
zations, do not have sufficient awareness of the importance of protecting their private data within 
those clouds. Therefore, we will discuss in the next part data privacy in the electronic cloud envi-
ronment. 

Privacy in a Cloud Computing Environment 
Privacy is one of the primary protection mechanisms in the integrity of user records within 

the cloud, in which user data is encrypted before it is stored in the cloud, and this method protects 
the information of users or cloud service providers (Shukla, 2021). 

The violation of privacy constitutes a security concern at the level of individuals or even 
governments and organizations that may deposit their data on electronic clouds and rely on them to 
save and manage their data, as the security problems of service providers pose some concerns for 
users of those electronic clouds by these providers. Moreover, the service providers themselves are 
in a constant race to preserve the data of their customers and keep their electronic clouds safe to 
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achieve more confidence between them and their customers. In the following parts, we will address 
what is mentioned in the literature about the privacy of individuals in the cloud computing environ-
ment, as well as the privacy of governments or organizations in the cloud computing environment: 

Privacy Concerns for Individuals in a Cloud Computing Environment 
Privacy concerns are increasing seriously in the cloud computing environment due to the na-

ture in which personal information is collected, processed and used by cloud computing service pro-
viders. In fact, privacy problems have become a source of concern for users of these electronic 
clouds, as individuals are exposed to threats of privacy violations when they are persuaded to pro-
vide personal information in order to be able to use the electronic clouds. (Coss, et al, 2019) The se-
riousness of the matter is that data is stored and managed in multiple locations around the world by 
service providers, where cloud computing consists of hardware and software resources that are pro-
vided as an external service managed over the Internet. Thus, users lose effective control over their 
data in the cloud and delegate this control to a service provider that may not be trustworthy to pro-
tect that data (Akhtar, et al, 2021). Moreover, the lack of control of individuals or data owners in the 
cloud may expose them to the threat of privacy breach either from outside the cloud providers such 
as hacker attacks to service providers, or even from within the cloud service providers such as 
threats and intrusion by service providers’ employees on individuals’ data. (Wu, Z, 2019). 

(Oke, A, et al, 2021) stated that users face concerns when using cloud computing, especially 
in the areas of reliability, availability and integration, particularly that cloud service providers may 
sometimes hide their shortcomings, in order to gain users' confidence in protecting their data. 

It is worth noting that there are three main dimensions of data security within the electronic 
cloud, which are availability, integration, and reliability (Pawar, et al, 2021). As a result, if these 
conditions are met for the average user, his concerns about the violation of his privacy will be re-
duced to minimum levels, and the external threat remains the most prominent element in the threat 
to users' data in the cloud-computing environment. 

Privacy Concerns for Governments and Organizations in a Cloud Computing Environ-
ment 

The concern of governments and organizations about the violation of their privacy in cloud 
computing environments is greater than that of individuals. The concerns of governments relate to 
violating their national security, while commercial organizations, for example, focus on the privacy 
of their customers' data, which protection is within their responsibilities. The use of cloud compu-
ting technologies for governments can reduce costs, but it may increase security concerns in using 
them as well, especially with regard to securing important information such as intellectual property 
and personal files. (Ali, et al, 2020), According to the Identity Theft Resource Center, during 2016, 
the number of data security breaches increased to (1093), an increase of (40%) over the previous 
year, and only four of these security breaches resulted in the publication of (120) million Social Se-
curity IDs which represents 1 out of every 3 Americans. (Coss, D, et al, 2019). This increases gov-
ernments concerns when using cloud-computing services since personal and sensitive information 
may be highly vulnerable to intrusion and hacking. However, (Abd Al Ghaffar, 2020) believes that 
electronic attacks can only pose a threat to national security when the infrastructure is weak, when 
daily activities depend heavily on remote computer networks, and when governments tend to save 
data via the Internet. In fact, this is what is happening nowadays due to the shift of governments to 
cloud computing. Henceforth, governments must balance these risks through robust security sys-
tems, active legal frameworks, and proactive measures to secure national infrastructures. 

On the other hand, in a study conducted by (Faizi, A, et al, 2021) on a group of organizations 
in Sweden, the results showed that organizations prefer using (PaaS) platform as a service only be-
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cause they do not want to expand their data center to the cloud. Even though, all organizations in 
that study acknowledged the existence of trust in cloud service providers, but they stressed that it 
should not be blind trust. 

      (Abd Al Ghaffar, 2020) states that cloud computing provides not only different levels of 
security, ranging from the most secure (private cloud) to the least secure (public cloud) but also dif-
ferent cost-saving models such as the cost-saving model (public cloud) and the least cost-saving 
model (Private cloud). Indeed, most governments that have adopted cloud computing have resorted 
to the most secure and least cost-effective solutions (private cloud). However, some governments, 
such as Australia, tend to classify data according to confidentiality and migrate data to different 
cloud types. 

Privacy Concerns in a Mobile Cloud Computing (MCC) Environment 
Cloud computing in the mobile environment is one of the recent trends of networks and mo-

bile phone technology that provides computing and storage resources and services to mobile users, 
including widely spread location-based web sites applications. Protecting the privacy of the user's 
site is still a focus of attention in protecting users in case of unauthorized access, especially in light 
of the increasing use of applications such as Google, Instagram, Snapchat and Uber (Almusaylim, & 
Jhanjhi, 2020). 

The results of the study of (Alnajrani, et al, 2020) showed that the threats related to the use 
of mobile phone applications are unauthorized attacks, data privacy and confidentiality, data misuse 
and unreliability of the service provider. 

It can be concluded that the concerns are common, whether in the mobile phone environment 
or in the computer environment, and these concerns share a great concern about the user’s privacy of 
data, which is the subject of the issues in this study, through which we seek to identify the most 
prominent threats and mechanisms to face those challenges. 

Mechanisms for facing the risks of privacy violations in the cloud-computing environment 
(Nikkhah, H, 2021) indicated that publishing privacy policies online is an effective tool to 

increase users' confidence about the security of private information and to encourage users to dis-
close personal information as privacy policies define the way online businesses store, process and 
use information that users provide. 

On the contrary, (Wu, Z, et al, 2019 & Wu, Z, et al, 2020) see that the enactment of laws and 
regulations can reduce the problems of privacy violations in the cloud-computing environment. 
However, the enactment of regulations and laws may not be a basic solution, and accordingly the 
technical aspect may be a solution or a typical method to solve this problem through the following 
elements: 

• User authentication: It is the most common database security technique where the system 
provides a certain way for users to identify themselves each time they log into the system. The sys-
tem verifies the user's identity and makes sure that he is authorized to enter the system based on the 
authentication data he provided, and authentication data can be submitted in several forms, whether 
with passwords, fingerprint verification, face verification, or a smart card. The user may be asked 
for one or more authentication ways each time he logs in. 

• The control authority: This is done through special permissions and licenses for each us-
er, in which it is ensured that users who are logged in access only the data that they are authorized to 
view or modify. 

• Concealment of the user's identity: The lack of availability of the user's identity may be 
one of the good means of protection for that user because his private data is hidden behind an un-
known identity from the ground up, which makes access to his data difficult, as it requires first 
knowing the identity to access the data. 
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• Data encryption: The user’s data stored in databases is encrypted, in a way that is difficult 
to decrypt, even if that data is leaked. 

As the study of (Akhtar et al, 2021) referred to the types of services in the cloud computing 
environment, it mentioned that cloud computing services provide security solutions through their 
cloud services such as Monitoring as a Service (MaaS), which allows the service provider to provide 
a security service 24 hours a day, 7 days a week. By constantly monitoring systems, applications, 
and customers, it also provides security as a service (SECaaS) where the cloud service provider pro-
vides managed security services that allow companies to fully-disclaim all responsibilities and hand 
over responsibility to the service provider to manage and protect their own data of and that of their 
customers. 

However, (Wang, 2020) has mentioned a detailed division of security mechanisms in the 
cloud computing environment (SECaaS) in ten elements as follows: 

1. Identity and Access Management (IAM): It provides trusted identity control and access, 
granting the right level of access including customers and service providers who have access to en-
terprise resources. 

2. Data Loss Prevention (DLP): It is a strategy to ensure that no data is lost, misused, or no 
access to sensitive information by unauthorized users is made. 

3. Web Security (WS): It provides protection by some process that ensures secure access to 
the web. 

4. Email Security (ES): It provides control over incoming and outgoing email messages to 
ensure protection from spam, malicious attachments and virus links. 

5. Security Assessment (SA): Through which external audits of cloud services are carried 
out by a third party to ensure that the provided cloud service is working properly. 

6. Intrusion Management (IM): It consists of instant messaging involves abnormal event 
detection and interaction, in which system components are reconfigured in real time to stop or pre-
vent intrusion. 

7. Security Information and Event Management (SIEM): It gathers event information 
from servers, sensors, firewalls, and other systems and routers, then analyzes those event data and 
makes decisions that ensure the security of the systems and the entire cloud environment. 

8. Encryption: It is the process of converting plain text into an encrypted text to make it un-
readable. The encryption can be opened with a key to decrypt that encryption when needed. 

9. Network Security (NS): It refers to the use of policies and practices to prevent and con-
trol unauthorized access, abuse and alteration, and to protect the network and its resources from in-
trusion. 

10. Disaster Recovery: Business Continuity and Disaster Recovery is a flexible and reliable 
mechanism for bypassing failures when service is interrupted, including natural disasters or disasters 
caused by human error. 

 
Methodology 
This study followed the descriptive approach through the method of content analysis by re-

viewing the literature to reach the results and recommendations of this study. The research was con-
ducted in the literature published in the English language by looking at the databases of journals and 
academic search engines such as (IEEE Xplore, Emerald, Research Gate, Google Scholar, and Mi-
crosoft Academic). The time limits for this literature ranged between 2019 and 2021. The researcher 
focused on searching the following phrases: cloud computing security, cloud computing challenges, 
privacy in the cloud computing environment, information security in cloud computing environment. 
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The researcher came up with a number of studies related to the subject of the study, with the exclu-
sion of studies that did not discuss the challenges, the security of cloud computing, or the issues re-
lated to privacy. 

The above concerns about privacy violations and the most prominent coping mechanisms 
can be summarized in the following table: 

 
Table 1. The main challenges facing cloud computing 
Researcher Study 

date 
Targeted party The challenge 

Coss, et al 2019 Individuals Forcing the user to provide personal in-
formation in exchange for the use and 

availability of the cloud. 
Akhtar, et al  2021 Individuals Data is managed out of the user's control 
Wu, Z 2019 Individuals Hacker attacks on service providers. 
Wu, Z 2019 Individuals Service providers snooping on data. 
Oke, A, et al,  2021 Individuals deficiencies in data security by service 

providers 
Ali, et al 2020 governments Violation of the national security of the 

government. 
Ali, et al 2020 trade organiza-

tions 
Customer data breach. 

Abd Al Ghaffar 2020 Governments 
Commercial Or-

ganizations 

The amount of damage caused is great. 

Faizi, A, et al 2021 governments Scaling up and adopting cloud compu-
ting services (PaaS) without expanding 

data centers. 
Almusaylim, & Jhanj-
hi,  

2020 Individuals Unauthorized access to a cloud user's 
website. 

 
Table 2. The most prominent coping mechanisms in cloud computing environments 
Coping mechanisms Application of the mechanisms 
Administrative Procedures Publishing the privacy policy 
Technical procedures User authentication - control authority - user 

anonymity - data encryption 
Service Provider Procedures The use of MaaS monitoring service as a pri-

mary tool by service providers. 
The use of a Service Provider-Managed Securi-

ty by SECaaS through its following mechan-
isms: 

Identity and Access Management – Data Loss 
Prevention – Web Security – Email Security – 

Security Assessment – Intrusion Management – 
Security Information Management and Event 

Management – Cryptography – Network Secu-
rity – Disaster Recovery 
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Results and Discussion 
After surveying the previous parts of the literature review, we noticed that privacy is the big-

gest concern in the subject of information security in the cloud-computing environment, whether for 
individuals or organizations, especially since policies, procedures and laws may not be sufficient to 
protect private information. This is what made organizations in Sweden in the study of (Faizi , A, et 
al, 2021) gives partial confidence in cloud computing because of the potential privacy risks. The so-
lution was to maintain the level of security, evaluate the data, calculate the importance and cost of 
the data, whether it is really worth a higher protection cost on a private cloud or keep it public at a 
lower cost. Depending on (Abd Al Ghaffar, 2020) we represented this importance with a direct rela-
tionship in (Fig. 1) between the public feature of the cloud and its security, where the risk to the user 
or the organization increases whenever the cloud is public or private, and this can be represented in 
the following figure: 
 
  
 
 
 
 
 
 

 
 
 
 
 
 
 

Figure 2. Prepared by the researcher based on what was mentioned in the study of (Abd Al 
Ghaffar, 2020). 

 
However, there are other non-public or cloud privacy factors that may increase the percen-

tage of privacy and data protection by cloud computing service providers, as service providers may 
provide additional services such as providing security as a service (SECaaS) or providing monitor-
ing as a service (MaaS) and this would increase The cost too. Nevertheless, governments or organi-
zations that manage a very large volume of data are able to deal with these additional costs in ex-
change for increasing their guarantees in reducing the threats they may face in the event of leaking 
their customers' data and violating their privacy. The literature review showed that there is a tenden-
cy to switch to cloud computing internationally, and this is evident when looking at the volume of 
government services that have become fully electronically provided and managed. For example, the 
Kingdom of Saudi Arabia has shifted to offering the service of obtaining an electronic tourist visa to 
its visitors from outside Saudi Arabia through a simple electronic system that allows the issuance of 
an electronic tourism visa in a few minutes, after entering their data, certifying it and ensuring its 
safety. (Visit Saudi website, 2021) The most prominent mechanisms that have emerged in the pro-
tection of data privacy are authentication and control and access management. (Wu, Z, et al, 2020) 
highlighted data protection by focusing on the user himself largely. Moreover, he stressed the need 
to authenticate and verify the user’s data, manage the powers so that each user would be given only 



 
Fahad Rajallah Aljamei, Majed Muhammad Abusharhah, Muhammad bin Ali Musa Khabrani 

 
 

 

Openly accessible at http://www.european-science.com                                                                   824 
 

specific permissions, and the ability to hide his identity and encrypt his data to make it difficult to be 
viewed by other parties in the system. 

 (& Wang, 2020) focused on data protection mechanisms through the same technology. For 
example, the ability of the system to grant control, access, encryption, to retain data even after its 
loss for any reason, to recover data from any natural or human disaster that may befall the system, 
and to protect email and web security. 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3. Protection mechanisms in cloud computing prepared by the researcher based on the 
literature review in this study 

 
 Conclusions 
The most important conclusions that came out of this study are: 
• The cloud-computing environment is not a completely secure environment for data privacy, 

due to the nature of the technology's general vulnerability to tampering and penetration. 
• The most prominent challenge facing users of cloud computing applications is to publish 

their own data on electronic clouds without the ability to control them while they are in the cloud. 
• One of the challenges facing users is their inability to know if service provider employees 

have violated their privacy data. 
• One of the effective mechanisms for gaining the trust of cloud computing users is to pub-

lish the service provider's policies and procedures by making these procedures and policies available 
in the form of a user privacy policy. 

• There are three types of data protection mechanisms [human-based type - technology-based 
type - policy-based type] as shown in Figure (3). 

• There are types of cloud computing based on purely security principles that can be applied 
as an early defending mechanism in any cloud system such as (SECaaS) and (MaaS). 
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Recommendations 
• Organizations should adopt the idea of using a private cloud, even if the cost has increased 

due to its ability to control more data in the network. 
• The privacy policies of cloud computing service providers are to be placed in clear places 

on their home pages on the Internet, and their awareness of the privacy policy is to be measured 
through periodic surveys. 

• There should be clear restrictions for service provider employees that prevent them from 
violating customer data by assigning powers or building a tracking record for the employee to en-
sure that he does not violate the privacy of cloud users. 

• There is an obligation for individuals to acknowledge their reading of the privacy policy by 
answering some random questions related to the privacy policy before finalizing their registration, to 
ensure that they have actually read the privacy policy and agreed to its terms. 

• There should be future studies that contribute to the development of security standards and 
the dissemination of privacy for cloud computing systems. 

• This study suggests that this research should be a basis for launching more future studies in 
the field of challenges in the cloud computing environment, especially for (SECaaS) and (MaaS) 
services, and the mechanisms for facing these challenges. This is because these services are pro-
vided entirely under the responsibility of service providers and the possibility that these services are 
the basis for all the uses of cloud computing. Future studies should also compare a number of cloud 
computing service providers and the most prominent breakthroughs that affected those electronic 
clouds and indicate their damage to individuals, organizations and governments. 
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